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Nutzen von Referenzarchitekturen wie RAMI oder RAMA

_®
zur Erhohung der IT Security im IoT 1’"‘@

Markus Bartsch )V NORD GROUP



German Approach
3 parallel Activities

> Legal Framework / CIP

» Models & Methods

» Technologies

®

Federal Office
for Information Security

TVIT
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RAMI

TVIT

2 © TUV Informationstechnik GMbH v noro srour



RAMI
Life Cycle Step ,,Production”
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RAMI - Production

oT

ICS / SCADA

Hierarchy Levels
IEC 62264 // IEC 61512

Business
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(Office-) IT

Information

Communication
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RAMI
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RAMI - SGAM

Difference: Life-Cycle instead of Domains

o
.
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TVIT
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RAMA

Reference Architecture Model Automotive

TWir
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RAMA

Reference Architecture Model Automotive - Life Cycle & Value Stream

Usage Usage

WiT
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RAMA
Life Cycle Step ,,Move”
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S
RAMA - Move

In-Car External IT

Hierarchy Levels

Business

Functional

Information

Layers

Communication

Component

WiT
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RAMA - Move o &
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RAMA - Move
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RAMI - RAMA Business

Functional

Central (Cloud-) Approach information
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RAMI — RAMA (1) susse 3 B\

Separation: Security Gateways information

Integration

Asset

WiT
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RAMI = RAMA (2) Fi::‘l::: \‘—
Secure Applications in Control Devices  iormation
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RAMI - RAMA (3) —

Functional

Fully integrated Security = Field Devices iormation
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OT Security Integration (4) - _\
»Smart Parts” / Anti Piracy ntormation NG
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RAMI - 4 Sectors

TVIT
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SGAM - 4 Sectors
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L
RAMA - 4 Sectors
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RAMA - 4 Sectors

TVIT
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Consequences
Sensor > Cloud

TWir
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HBAM
Home and Building Architecture Modell

F Y
Organizational Layer

Function & Service Layer

Interoperability|  |nformation Layer
Layers

Communication Layer

<

Communication

Entertainment ~ Security &
Safety Building

Application Domains

Business Objectives
Polit. / Regulat.. Framework
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23

WiT

© TUV Informationstechnik GmbH  ovnoro eroue



Thank you

TUV Informationstechnik GmbH

Member of TUV NORD Group

Markus Bartsch
IT Security

Langemarckstrasse 20
45141 Essen, Germany

Phone: +49 201 8999 - 616
Fax: +49 201 8999 — 666
E-Mail: m.bartsch@tuvit.de
URL: www.tuvit.net
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