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Stuxnet: Natanz Uranium Enrichment Facility

Iranian President Mahmoud Ahmadinejad visits the Natanz uranium enrichment facilities, where a “closed” computer network was infected by malware introduced via a small flash drive



Supervisory Control and Data Acquisition (SCADA) – Industrial Control Systems (ICS) 
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Hackerangriffe durch OK

https://www.3sat.de/page/?source=/nano/technik/169524/index.html
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Connected Cars
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Internet of Things
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No Attack without Vulnerability

Attack Surface
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Applications, Servers, … 
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Attack Paths

Internet

Successful Attacks
essential exploiting Vulnerabilities: No Vulnerability – no Attack!

Undetected, unpublished, 
unpatched Vulnerabilities

 Vupen
 Zerodium
 Mitnick Absolute Zero-Day
 ReVuln
 Exodus Intelligence
 Raytheon
 Northrop Grumman
 …
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Intel Management Engine: Backdoor
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M-Link

 Intel Management Engine (IME, ME) 32-bit ARC RISC Prozessor - kann auf die gesamte Hardware zugreifen 
inkl. Haupt- und periphere Speicher, Netzwerk - fest-verdrahtete Software (Firmware).

 ME kommuniziert verschlüsselt via Netzwerkchip - am Betriebssystem vorbei mit dem Internet.
 AMT - Active Management Technology. IPMI - Intelligent Platform Management Interface.

Bild auf Intel-Basis 

Management 
Engine Interface
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Generic Attack Model
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Pegasus Attack on iOS (Apple) 

 Alle iOS-Versionen jemals
 Unbemerbarer Angriff
 Aus- und Mitlesen aller Daten
 Manipulation aller Daten
 Echtzeit
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Ransomware
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Application Security Management SASM
ISO 27034 conform Development

Application Security Audit
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Targeted Level
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Explorative Testing 
Manual Auditing
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Customer Premises Equipment (CPE)
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Internet of (dangerous) Things
Reverse Engineering einer WiFi-Steckdose

 TP-Link HS110 WiFi Smartplug

 Steuerbar mit "Kasa for Mobile" Smartphone-App 

(iOS, Android)

 TP-Link Cloud-Anbindung
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 SmartPlug startet Access Point (AP)  "TP-LINK_Smart Plug_XXXX"

 Kasa App verbindet Smartphone mit dem AP

 App kommuniziert lokal verschlüsselt über TCP Port 9999

 Passwort des Heim-WLANs wird von App an SmartPlug geschickt

 SmartPlug schaltet AP aus und verbindet sich mit Heim-WLAN

SmartPlug Setup
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 Web-Server ist ein Fake!

Offene Ports
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 Jedes Byte XOR mit vorigem Plaintext-Byte

 Erstes Byte XOR -85 (Schlüssel)

 Ver- und Entschlüsselung gleich

Reverse Engineering der Verschlüsselung
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Wireshark Dissector
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 JSON-basiert

 Beispiel-Befehle:

TP-Link SmartHome Protokoll

{"system":{"get_sysinfo":{}}} Systeminfos

{"system":{"reboot":{"delay":1}}} Neustart

{"system":{"set_relay_state":{"state":1}}} Steckdose
anschalten

{"netif":{"get_scaninfo":{"refresh":1}}} Nach WLANs 
scannen

{"netif":{"set_stainfo":{"ssid":"WiFi","password":"secret",
"key_type":3}}}

Mit WLAN 
verbinden

{"cnCloud":{"bind":{"username":"your@email.com","password":"secret"}}} In Cloud 
registrieren

{"cnCloud":{"unbind":null}} Registrierung
aufheben
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 time

 emeter (energy meter)

 schedule (scheduled on/off)

 count_down (countdown on/off)

 anti_theft (random scheduled on/off)

TP-Link SmartHome Protokoll
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 SmartPlug agiert nur als HTTPS-Client

 Regelmäßige TLS-Verbindung zum Cloud-Server 

 App schickt JSON-Befehle verpackt mit "method:passthrough"

 Cloud-Server leitet Befehle an SmartPlug weiter

Cloud-Kommunikation

POST /?token=<sessionid> HTTP/1.1
Content‐Type: application/json
Host: eu‐wap.tplinkcloud.com

{"method":"passthrough", "params": 
{"deviceId":"<deviceID>, 
"requestData":"{\"system\":{\"get_sysinfo\":null}}"}}
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Offene Ports
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TP-Link Device Debug Protocol
TDDP Patent
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DES Key = md5(username + password)[:16]

TDDP Crypto
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Demo
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Internet of (dangerous) Things (IodT)

Fork us on GitHub: https://github.com/softScheck/tplink-smartplug
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